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MpunHunn paéotbl ARRO

"
Application APK

AndroidManifest.xml

resources.arsc

Ox7ff100%e




MpunHunn paéotbl ARRO

&% strings.xml
<resources>
<string name="app_name">HelloWorldApp</string>

<string name="mystring">Hi!</string>

</resources>




R.string.mystring Ox7ff1009e

'Hi" resource id




MpunHunn paéotbl ARRO

Application APK Overlay APK
AndroidManifest.xml| AndroidManifest.xmi

resources.arsc resources.arsc
Ox/ff100%e Ox/f0f004d

idmap file
e Ox/ff100%e Ox7f0Of004d ,




R.string.mystring

resource id
Ox/7ff1009%e

Mapping:
Ox71t11009e -> string "XXXMaze" (string/mystring)

Y

"XXXMaze”




- MpuHUunn paéoTtbl ARRO

Application Process

resources.arsc

idmap file

Ox7ff100%e Ox/7f0f004d
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Static RRO

O6bABNSIETCH B

MaHudecTe n bosnblue He
N3MeHsaeTCcH




CTtaTnuyeckumnm osepnen

device/google/felix/rro_overlays/WifiOverlay/AndroidManifest.xml

<l-- Pixel specific wifi overlays -->
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.android.wifi.resources.pixel”
android:versionCode="1"
android:versionName="1.0">
<application android:hasCode="false" />
<overlay
android:targetPackage="com.android.wifi.resources"™
android:targetName="WifiCustomization"
android:isStatic="true"
android:priority="0"/>
</manifest>



Static RRO Dynamic RRO

OObSABNAETCS B co3naeTcd NpsMo Ha neTty
MaHudecTe n bosnblue He

N3MEHAESTCH




Dynamic RRO

Application Process system_server Application Process 2

resources.arsc OverlayManagerService

Ox7ff1009e

resources.arsc

Ox7ff00034
idmap2d service RRO idmap

idmap file

Ox7ff00034 Ox7ff100%e

frro file <




Application (APK)

Co3zpaeTcd, UTobbI
nepeKkpbIBaTb PECYPCH
OPYroro npunoXeHns




CuncrtemMHblie oBepnen

/system ext/priv-app/EuiccGoogleOverlay/EuiccGoogleOverlay.apk
/product/overlay/NotesRoleEnabled/NotesRoleEnabledOverlay.apk
/product/overlay/NfcOverlayCommon.apk

/product/overlay/SystemUIGXOverlay.apk
/product/overlay/MediaProviderOverlay/MediaProviderOverlay.apk
/product/overlay/TransparentNavigationBar/TransparentNavigationBarOverlay.apk
/product/overlay/DisplayCutoutEmulationHole/DisplayCutoutEmulationHoleOverlay.apk
/product/overlay/SettingsOverlayGVU6C.apk
/product/overlay/SettingsGoogleFuturePantherOverlay.apk
/product/overlay/WildlifeSettingsVpnOverlay2022.apk
/product/overlay/PixelTetheringOverlay2021.apk
/product/overlay/AvatarPickerPixelOverlay.apk
/product/overlay/WildlifeSysuiVpnOverlay2022.apk
/product/overlay/CellBroadcastReceiverOverlay/CellBroadcastReceiverQOverlay.apk
/product/overlay/FontNotoSerifSource/FontNotoSerifSourceOverlay.apk
/product/overlay/DisplayCutoutEmulationDouble/DisplayCutoutEmulationDoubleOverlay.apk
/product/overlay/GoogleConfigOverlay.apk
/product/overlay/TrafficLightFaceOverlay.apk
/product/overlay/PixelBatteryHealthOverlay.apk
/product/overlay/DisplayCutoutEmulationTall/DisplayCutoutEmulationTallOverlay.apk
/product/overlay/PixelConfigOverlay2018.apk
/product/overlay/GoogleWebViewOverlay.apk




Application (APK)

Co3zpaeTcd, UTobbI

nepekpbiBaTb PecypcChl
OPYroro NPUIoXeHns

PabpukoBaHHbIN
oBepnen

MoxeT nepekpbiBaTb
pecypchbl Kak gpyrmnx
NPUIOXEHNW, TaK 1
camoro ceb4

(self-targeting overlay)




PabpnKoBaHHbIN -
oBepnen

panther:/data/resource-cache # ls -a | grep frro
com.android.systemui-accent-vuZR.frro

com.android.systemui-dynamic-cREG. frro
com.android.systemui-neutral-tF8Z.frro




PabpnKoBaHHbIN -
oBepnen

frameworks/base/packages/SystemUI/src/com/android/systemui/theme/ThemeOverlayController. java

@VisibleForTesting

protected FabricatedOverlay newFabricatedOverlay(String name) {
return new FabricatedOverlay.Builder("com.android.systemui"”, name, "android").build();
}



PabpnKoBaHHbIN -
oBepnen

frameworks/base/packages/SystemUI/src/com/android/systemui/theme/ThemeOverlayController. java

private void assignTonalPaletteToOverlay(String name, FabricatedOverlay overlay,
TonalPalette tonalPalette) {
String resourcePrefix = "android:color/system_ " + name;

tonalPalette allShadesMapped.forkEach((key, value) -> {
String resourceName = resourcePrefix + " " + key;
int colorValue = ColorUtils setAlphaComponent(value, OxFF);
overlay.setResourceValue(resourceName, TYPE INT_COLOR_ARGB8, colorValue,

null /* configuration */);

});



Self-targeting overlay

Application Process

resources.arsc > frro file
Ox7ff1009e ‘

[system/lib64/libidmap2.so ‘

idmap file

RRO idmap -
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Self-targeting overlay
Ha nNpaKkTuke

<TextView

:layout_width

:layout_height

ctext
:layout_constraintBottom_toBottomOf
:layout_constraintEnd_toEndOf
:layout_constraintStart_toStartOf
:layout_constraintTop_toTopOf />

</androidx.constraintlayout.widget.ConstraintLayout>




Self-targeting overlay -
Ha nNpaKkTuke

sPEeSOUUECesS>

<string name >LoadResources0OnFly</string>

<string name >Runtime decoder!</string>

</resources>




Self-targeting overlay
Ha npaKkTuke

imresources.arsc
res
values
sattrs.xml

& bools.xml

& colors.xml

s dimens.xml

s drawables.xml
& 1ntegers.xml
= plurals.xml

« Strings.xml

& Styles.xml




Self-targeting overlay
Ha NpakTuke

<resources>
<string name="test string">Runtime decoder!</string>
</resources>

BN CTpoka test_string nexwuT
B OTKpPbITOM Buae



Self-targeting overlay -
Ha NnpaKkTuke

<resources->

<string name >LoadResources0OnFly</string>

<string name >UnVudG1ltZSBKZWNvZGVyIQ==</string>

</resources>

Monpo6yem 3akoanpoBaTb 3HAaYEHUE pecypca




Self-targeting overlay
Ha npaKkTuke

imresources.arsc
res
values
sattrs.xml

& bools.xml

& colors.xml

s dimens.xml

s drawables.xml
& 1ntegers.xml
= plurals.xml

« Strings.xml

& Styles.xml




<resources>
<string name="test string">UnVudGltZSBkZWNvZGVyIQ==</string>

</resources>



31068 O A il |

UnVudGItZSBkZWNVZG

VylQ==




Self-targeting overlay —
Ha npaKkTuke

private void applyOverlay() {

String pkgName = getPackageName();
Resources resources = getResources(); ‘Da6pWKY?M
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.UPSIDE_DOWN_CAKE) { oBepren

OverlayManager overlayManager = (OverlayManager) t

getSystemService(Context.OVERLAY SERVICE);
FabricatedOverlay fabricatedOverlay = new FabricatedOverlay("DecodeResources"”,

pkgName) ;

Field[ ] fields = R.string.class.getDeclaredFields();
for (Field field : fields) {
try {
int resld = field.getInt(null);
String name = field.getName();
String encodedValue = resources.getString(resId);
String fullName = getPackageName() + ":string/" + name;
if (resources.getResourcePackageName(resId).equals(pkgName) &&
name.contains("test string")) {
// The value is encoded, let's decode it
fabricatedOverlay.setResourceValue(fullName, TypedValue.TYPE STRING,

decodeBase64(encodedValue), null);
}

[Neobdycumpyem

CTPOKOBbIN pecypc




Self-targeting overlay —
Ha npaKkTuke

// Prepare OverlayManagerTransaction to commit
OverlayManagerTransaction overlayManagerTransaction =
OverlayManagerTransaction.newInstance();
overlayManagerTransaction.registerFabricatedOverlay(fabricatedOverlay);
// Commit the transaction
overlayManager.commit(overlayManagerTransaction);

Perncrtpupyem oBepneun pecypcos




Self-targeting overlay —
Ha npaKkTuke

ResourcesProvider resourcesProvider;
List<OverlayInfo> overlayInfolist = overlayManager.getOverlayInfosForTarget(pkgName);
for (OverlayInfo oi : overlayInfolist) {

try {
resourcesProvider = ResourcesProvider.loadOverlay(oi);

ResourcesLoader loader = new ResourceslLoader();
loader.addProvider(resourcesProvider);

resources.addLoaders(loader);
} catch (Exception e) { mmap oBepsied B NaMsaTb
e.printStackTrace(); npouecca NPUIoXeHns

}

OBepnen — HOBbIN NOCTaBLWUK pecypcoB




Self-targeting overlay —
Ha npaKkTuke

@Override

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
applyOverlay();
setContentView(R.layout.activity main);

NMpnumeHM oBepnen nepep cosgaHnem view




Self-targeting overlay
Ha npaKkTuke

<[> strings.xml

<resources>
<string name="app_name">LoadResourcesOnFly</string>
<string name="test_string">UnVudG1ltZSBKZWNvZGVyIQ==</string>

</resources>

</> activity_main.xml 0 &

Runtime decoder!

<androidx.constraintlayout.widget.ConstraintLayout xmlns:android="http . '

<TextView
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:text="UnVudGltZSBKZWNvZGVyIQ=="
android:textSize="36sp"
android:gravity="center
app:layout_constraintBottom_toBottomOf="parent
app:layout_constraintEnd_toEndOf="parent"
app:layout_constraintStart_toStart0f="parent"
app:layout_constraintTop_toTopOf="parent" />




[Mouemy 31O paboTaer

:.Ti1eld public static I = Ox7f0f00a7

const-string v15,
sget v10, Lcom/nalen/loadresourcesonfly/R$string; ->

<public 1d="0x7f0f00a7" type="string" name=" />

<string name=" ">UnVudGLltZSBkZWNvZGVyIQ==</string>




[Mouemy 31O paboTaer -

emubdxa:/data/data/com.nalen. loadresourcesonfly/app .self target# ls
DecodeResources.frro DecodeResources.idmap

DecodeResources. frro
DecodeResources. 1dmap




frro BHYTpPW®

xxd DecodeResources.

00000000: 4652 524f

00000010: 3400 0000

00000020: OOOO 0000

00000030: OOOO 0000 Runtime de
00000040: 636T 6465 coder!...;..com.
00000050: 6ebl 6C65 nalen. loadresour
00000060: 6365 736f cesonfly....stri
00000070: 6e67 1211 ng....test strin
00000080: 6712 0208 DecodeRes
00000090: 675 7263 ources..com.nale
000000a0: be2e bcof n.loadresourceso
000000b0O: 6e66 6C79 nfly".com.nalen.
000000cO: b6cof 6164 loadresourcesonf
000000d0O: 6¢c79 2a06 ly*.target




idmap BHYTPW -

> idmap2 dump --idmap-path DecodeResources.idmap
Paths:
target path : /data/app/~~8umUkrFOTKNtMj3k23FrlQ==/com.nalen.loadresourcesonfly-vBslvUIJb9kJrCvozVTYDw==/base.apk
overlay path : /data/user/0/com.nalen.loadresourcesonfly/app .self target/com.nalen.loadresourcesonfly-vBslvUIJb9kJIrCvozVTYDw==/De
codeResources.frro
Overlay name: DecodeResources
Constraints:
None
Mappina:
Ox7f0f00a7 |-> string "Runtime decoder!" (string/test string)

: .Tield public static I = Ox7f0f00a7




[Mouemy 31O paboTaer -

emubdxa:/ # cat /proc/$(pidof com.nalen.loadresourcesonfly)/maps | grep self target
7d962da00000-7d962da01000 r--s 00000000 fe:37 368744 /data/data/com.nalen.loadresourcesonfly/app .self target/com.
nalen. loadresourcesonfly-iKhvuvgli9-DS02-ir9AZQ==/DecodeResources.idmap

idmap otob6paxaeTcd B /proc/pid/maps
npouecca NPUNoXXeHNs




[Mouemy 31O paboTaer -

ol &~ W=

libidmap2 co3naeT dabpukoBaHHbIN oBepien (.frro)
N3 TEX 3HAYEHWNIN PECYPCOB, YTO Mbl YCTAaHOBUNN

libidmap2 cosgaeT idmap-dann ong yctaHOBNEHNS CBA3EN
Mexay id pecypcoB 1 X HOBbIMW 3HaYeHUIMK B frro

Co3paem HOBbIV MOCTaBLMK PEeCYPCOB, NpenocTaBdad
NyTb K iIdmap

AssetManager mannunt idmap B NamMm4Thb rnpoLecca
NPUNIOXEHNS

ResourceManager co3gaeT nHctaHc ApkAssets Ha
OCHOBe idmap 1N 06HOBASET PECYPChI NPUNIOXEHNS



\_

4 )
MOXHO MeHATb 3awmTa oT pesepc-
3Ha4YeHUA pecypcoB NHKUHUPUHTA
Ha ety

( )
\_ Y,
p NMpenmywecTBa ~

3 k
Bo3MOXXHOCTb

LLndppoBaHUS
pecypcoB

4
3awumaeT ot
cBob6OgHOro NnpocmMmoTpa

PecypcoB ApYrMMu
MPUNOXEHUAMM




=

" TpebyeTcs Android API 34
1 BblLLE
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OrpaHunuyeHusa self-targeting -
overlay

Henb34 knacTb pannoBbin 4ECKPUNTOP Kak MCTOYHUK pecypca

frameworks/base/cmds/idmap2/self targeting/SelfTargeting.cpp

for (const auto& entry params : entries _params) {
const auto dataType = entry params.data_ type;
if (entry_params.data_binary value.has value()) {
builder.SetResourceValue(entry params.resource _name, *entry params.data _binary value,
entry params.binary data offset, entry params.binary data size,
entry params.configuration, entry params.nine_patch);



OrpaHunuyeHusa self-targeting -
overlay

Henb34 knacTb pannoBbin 4ECKPUNTOP Kak MCTOYHUK pecypca

Caused by: java.io.FileNotFoundException: frro:/?offset=16&size=4722
at android.content.res.AssetManager.nativeOpenNonAsset(
android.content.res.AssetManager.openNonAsset( )
android.content.res.ResourcesImpl.loadDrawableForCookie(ResourcesImpl.java:1007)
android.content.res.ResourcesImpl.loadDrawable (ResourcesImpl.java:786)
android.content.res.Resources.loadDrawable( )
android.content. Resources.getDrawableForDensity(

android.content.res.Resources.getDrawable(

android.content.Context.getDrawable(




github.com/Nalen98/self-targeting-overlay-demo
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CueHapumn oBepfienHbIX aTak

Wb

ATaKkyloLwnin N XepTBa
<overlay> <overlayable>
<policy type="public”>

@ MOXKeT
nepermmcaTtb pecypcChbl >KepPTBbl




A XXepTBa He HanaeTca?

=% strings.xml

<resources>

<string name >https://api.example.com/v2/users</string>

</resources>




A XXepTBa He HanaeTca?

=% overlayable.xml

<?xml version encoding
<resources>
<overlayable name
<policy type
<iltem type
</policy>

</overlayable>

</resources>




ATakyLwunn cospaeT
oBepnen

<overlay

:priority

:1sStatic
:resourcesMap
:targetName
:targetPackage
:targetApi />




ATakyLwunn cospaeT
oBepnen

= overlays.xml

<?xml version encoding
<overlay>

<item target

</overlay>




Pecypcbl nepe3anunucaHbl -

--1dmap-path data@app@~~pt5JHLWO9pRLIXTC6811lyg==@com.attacker-f 0Zqsep/moYsOQPyIhzJA==@base.apk@idmap
Paths:
target path : /data/app/~~bH HrOkmY9wOdXeaxC3MWw==/com.some.app-t91lux3UMghTfcRsPSAP2KA==/base.apk

overlay path : /data/app/~~pt5JHLWO9pRLIXTC681lyg==/com.attacker-f 0Zgsep7moYsOQPyIhzJA==/base.apk
Mapping:
Ox7f0f001c -> string "https://com.bad.website.xyz/login"| (string/api base url)

BwmecTto Tenepb
https://api.example.com/v2/users https://com.bad.website.xyz/login



Pecypcbl nepe3anunucaHbl
o

2242% G O ©

Web viewer

https://api.example.com/v2/users

Web viewer

https://com.bad.website.xyz/login




CueHapumn oBepfienHbIX aTak

Wb

ATaKkyloLwnin N XepTBa
<overlay> <overlayable>
<policy type="public”>

MOXeT Bbl3BaTb

@ DoS xepTBbl




Bo3BpawaemMm HeBepPHbIN
TN pecypca

=% overlayable.xml

<?xXml version encoding
<resources>
<overlayable name
<policy type
<item type
</policy>
</overlayable>

</resources>

XepTtBa XpeT 6yneB TMnN
pecypca



Bo3BpawaemMm HeBepPHbIN
TN pecypca

= overlays.xml
<?Xml version encoding
<overlay>
<ltem target

</overlay>

ATakylowmnn nepekpbiBaeT 6ynes
pecypc CTPOKOBbIM 3HaYeHUeM




Bo3BpawaemMm HeBepPHbIN
TN pecypca

--1dmap-path data@app@~~H3HjWtODwXSxpXszCUjPKA==@com.attacker-7sAXGtnmZEqosahAPepolA==@base.apk@idmap
Paths:
target path : /data/app/~~LMpZvRrACGjOwfbYwiBy8g==/com.some.app-WbfflwgmDb80ZTRwtsn8tg==/base.apk
overlay path : /data/app/~~H3HjWtODwXSxpXszCUjPKA==/com.attacker-7sAXGtnmZEqosahAPepolA==/base.apk
| Ox7f040002 -> string "Let's DoS it" (bool/checker) |

BpeaoHoOCHbIN MmannuHr co3paH!




Bo3BpawaemMm HeBepPHbIN
TN pecypca
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3anpeuwaemM yCTaHOBKY
CBOEero NpuoXeHus




3anpelw,aemM yctaHOBKY
CBOEro rnpunoXXeHus

frameworks/base/core/res/res/values/attrs manifest.xml

<l-- Required property name/value pair used to enable this overlay.
e.g. name=ro.oem.sku value=MKT210.
Overlay will be ighored unless system property exists and is
set to specified value -->

<!-- @hide This shouldn't be public. -->

<attr name="requiredSystemPropertyName" format="string" />

<!-- @hide This shouldn't be public. -->

<attr name="requiredSystemPropertyValue" format="string" />



3anpewaem yCTaHOBKY -
CBOEro NpuoXXeHus

frameworks/base/core/java/com/android/internal/pm/pkg/parsing/ParsingPackageUtils.java

private static ParseResult<ParsingPackage> parseOverlay(ParseInput input, ParsingPackage pkg,
Resources res, XmlResourceParser parser) {

// check to see if overlay should be excluded based on system property condition
String propName = sa.getString(
R.styleable.AndroidManifestResourceOverlay requiredSystemPropertyName);
String propValue = sa.getString(
R.styleable.AndroidManifestResourceOverlay requiredSystemPropertyValue);
if (!FrameworkParsingPackageUtils.checkRequiredSystemProperties(propName, propValue)) {

String message = "Skipping target and overlay pair " + target + " and "
+ pkg.getBaseApkPath()
+ ": overlay ignored due to required system property: "

+ propName + " with value:

Slog.i(TAG, message);

return input.skip(message); 4 [lapcuHr nakeTa He 3aBepLUEH YCNELIHO

+ propValue;




3anpewaem yCTaHOBKY -
CBOEro NpuoXXeHus

frameworks/base/core/java/android/content/pm/PackageParser.java

public static boolean checkRequiredSystemProperties(@Nullable String rawPropNames,
@Nullable String rawPropValues) {

final String[] propNames rawPropNames.split(",");

final String[] propValues = rawPropValues.split(",");

for (int i = @; 1 < propNames.length; i++) {
// Check property value: make sure it is both set and equal to expected value
final String currValue = SystemProperties.get(propNames[i]);
if (!TextUtils.equals(currValue, propValues[i])) {
return false;
} ) CuncrtemHble nponepTn He
Peturn true; PaBHbl 3HAYEHNSIM 3
MaHudecTa




3anpewaem yCTaHOBKY -
CBOEro NpuoXXeHus

[TpnnoxeHne He ycTaHOBUTCY, ecnu persist.sys.locale = ru-RU

<overlay
:priority
:1sStatic

:requiredSystemPropertyName

:requilredSystemPropertyValue




3anpewaem yCTaHOBKY -
CBOEro NpuoXXeHus

panther:/ $ getprop persist.sys.locale
en-US

Ha moem ycTtpouncTtee nokanb en-US




3anpewaem yCTaHOBKY -
CBOEro NpuoXXeHus

[TpnnoxeHne He ycTaHOBUTCY, ecnu persist.sys.locale = ru-RU

Performing Streamed Install

adb: failed to install app-debug.apk: Failure [-125: Skipping target and overlay
pair com.some.app and /data/app/vmdl2015904135.tmp/base.apk: overlay ignored due
to required system property: persist.sys.locale with value: ru-RU]

Jlokanb yCcTpoMCcTBa He COOTBEeTCTBYET 3aAaHHOWN
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Ypangem cBoe

NpunoXxeHne 6e3
B3alMOOEeNCTBNSA C
nosib3oBaTenem




E —
Ypangaem csoe
npunoXxeHume 6e3
B3anmMoaencTBuga C
nosib3oBaTesiemM -

"




Ypandem npunoxeHve 6es
B3anMMoaeuncTBusS C
nosnib3oBaTenem

<overlay
android:priority="9999"
androlid:isStatic="true"

androild:targetPackage="poc.self_uninstalling_app"

android:requiredSystemPropertyName="sys.boot_completed"

android:requiredSystemPropertyValue="1"

/>




[MTapCUVHIr NakeToB npu _
3anycke cucrtembl

frameworks/base/core/java/com/android/internal/pm/pkg/parsing/ParsingPackageUtils.java

private static ParseResult<ParsingPackage> parseOverlay(ParseInput input, ParsingPackage pkg,
Resources res, XmlResourceParser parser) {

// check to see if overlay should be excluded based on system property condition
String propName = sa.getString(
R.styleable.AndroidManifestResourceOverlay requiredSystemPropertyName);
String propValue = sa.getString(
R.styleable.AndroidManifestResourceOverlay requiredSystemPropertyValue);
if (!FrameworkParsingPackageUtils.checkRequiredSystemProperties(propName, propValue)) {

String message = "Skipping target and overlay pair " + target + " and "
+ pkg.getBaseApkPath()
+ ": overlay ignored due to required system property: "

+ propName + " with value:

Slog.i(TAG, message);

return input.skip(message); 4 [lapcuHr nakeTa He 3aBepLUEH YCNELIHO

+ propValue;




system_server

PackageManagerService#init

InitAppsHelper#initNonSystemApps

InstallPackageHelper#installPackagesFromDir

ParsingPackageUtils#parseOverlay




[MTapCUVHIr NnakeToB npu
3anycke cuctembl

frameworks/base/services/core/java/com/android/server/pm/InstallPackageHelper.java

public void installPackagesFromDir(File scanDir, int parseFlags,
int scanFlags, PackageParser2 packageParser, ExecutorService executorService,
@Nullable ApexManager.ActiveApexInfo apexInfo) {

// Delete invalid userdata apps
if ((scanFlags & SCAN_AS SYSTEM) ==
&& errorCode != PackageManager.INSTALL SUCCEEDED) {
logCriticalInfo(Log.WARN,
"Deleting invalid package at " + parseResult.scanFile);
mRemovePackageHelper.removeCodePath(parseResult.scanFile);

Cucrtema ypangeT nakeT BO BpeMs 3anycka B cnyJae

OLMO6KWN NapCcuHra



Ypandem npunoxeHve 6es _
B3anMMoaencTBusa C
nosibsoBaTenem

PackageManager  system process W Failed to parse /data/app/~~7ekIDwlJhwesSrC8wYg==: Skipping
target and overlay pair poc.self uninstalling app and /data/app/~~7ekIDw]JhwesSrC8wYg

==/poc.self uninstalling app-4IXi79WoOUN49xUkYnLHJg==/base.apk: overlay ignored due to required
system property: sys.boot completed with value: 1

PackageManager system process W Deleting invalid package at /data/app/~~7ekIDwlJhwesSrC8wYg==
PackageManager system process D removeCodePath /data/app/~~7ekIDwIJhwesSrC8wYg==

CoobweHunsa 06 ounbke napcuHra B norkaTte

U yaaneHne nakeTa c YyCTPoNCcTBa




Ypandem npunoxeHve 6es _
B3anMMoaencTBusa C
nosibsoBaTenem

emubdxa:/ $ pm path poc.self uninstalling app

package:/data/app/~~ckJYQG3rBTLEwWQupcCK uQ==/poc.self uninstalling app-mgBd-P7iBbn15JTy1GBukA==/base.apk

[MOCIJIE

emubdxa:/ $ pm path poc.self uninstalling app
l|emubdxa:/ $ ls -la /data/app/~~ckJYQG3rBTlEwQupcCK uQ==/poc.self uninstalling app-mgBd-P7iBbn15JTy1GBukA==/base.apk

ls: /data/app/~~ckJYQG3rBTLEwQupcCK uQ==/poc.self uninstalling app-mqBd-P7iBbnl15JTy1GBukA==/base.apk: No such file or directory

MpunnoxxeHne 6bIN10 yaaneHo



Ypandem npunoxeHve 6es
B3anMMoaeuncTBusS C

noJib3oBaTes/ieM

<overlay
android:priority="9999"
android:isStatic="true"
android:targetPackage="poc.self_uninstalling_app"
android:requiredSystemPropertyName="persist.radio.airplane_mode_on"
android:requiredSystemPropertyValue="0"

/>




ARRQO — mouHbI MexaHn3m g4 Self-targeting overlay mo)Ho
N3MEHEHNS PECYPCOB MPUOXEHINS NCnonb3oBaTb A1 3aLNThbl
Ha neTy, 6e3 NOBTOPHON PECYPCOB CBOEro NPUIOXKEHINS
KOMMUA|UMn

\

"o

BbiBOAbI

BynobTe BHMMaTENbHbI NP CO30aHNN B OC ecTb HE3a00KYMEHTPOBaHHAa
NOMNTUKN HAaNOXEHNS PECYPCOB BO3MOXHOCTb KOHTPO/INPOBAaTb
YCTaHOBKY W yOoasneHne cBoero

NPUTOXEHNS




github.com/Nalen98/self-targeting-overlay-demo



