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▪ Introduction to the Google Bug Bounty platform

▪ Android OS: How to research and find security bugs

▪ Creating a high-quality report

▪ Android Security Team resolutions

▪ Discovered CVEs: technical details and impact
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Security Report Statistics

«Secrets of Google VRP», Google Security Team



Security Report Statistics





developer.android.com

AOSP Architecture 



developer.android.com

AOSP Architecture 



System services



Bug Hunting Strategies

One-to-many: Scan OS for one vulnerability type

VS

Many-to-one: Research a specific OS component



Types of Security Vulnerabilities

RCE

EoP

ID

DoS

Remote code execution

Elevation of privilege

Information disclosure

Denial of service



Maximum Exploit Rewards



Useful Tools

ATEST
ADB



Atest





Invalid Reports

• Non-eligible devices 

• Old Android OS builds

• Rooted devices

• Exploitation is only possible on an emulator

• Local device denial of service attack

• PoC application requests excessive permissions

• Hardware attacks (JTAG, soldering)

• Enabled developer mode



Android Severity Assessment Matrix

source.android.com



Creating a High-Quality Report



Technical Details



Reproduction Steps



PoC (Proof of Concept)

PoC format: Android Studio project, script, executable, payload, malformed file

Reproducibility: Should be reproducible on the latest AOSP build

No pre-compiled APKs: Provide an Android Studio project instead of pre-compiled APK files

Minimize dependencies: Avoid external libraries to ensure PoC acceptance

Key guidelines:



Attach Security Patch



Successfully Submitted Report



Low

Moderate

High

Critical

Severity
Duplicate

NSBC (Not Security Bulletin Class)

Android Security Team Resolutions



Security Bug Lifecycle



Security Bug Lifecycle



Not a Bug / Duplicate

NSBC (Not Security Bulletin Class)

Won’t fix (Not Reproducible)

Won’t fix (Intended behavior)

Won’t fix (Infeasible)

Won’t fix (Obsolete)

Duplicate – someone submitted the same vulnerability report before you



No CVE for Low and Moderate Bugs

source: Google Security Blog



Rating Modifiers

source.android.com



Rating Modifiers in Action
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My Bug Hunting Journey: 2022 vs 2024
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My Bug Hunting Journey: 2022 vs 2024



Discovered CVEs

CVE-2024-0026

CVE-2023-21252

CVE-2023-21143 CVE-2023-21243

CVE-2023-21348 CVE-2023-21350

CVE-2023-21240

CVE-2024-23712CVE-2024-0027

CVE-2024-23713 CVE-2024-40674

CVE-2024-43083



CVE-2023-21348

67%



67%

source: support.google.com

CVE-2023-21348



67%

Bypass of QUERY_ALL_PACKAGES permission, side channel attack

CVE-2023-21348



67%

CVE-2023-21348

Bypass of QUERY_ALL_PACKAGES permission, side channel attack



CVE-2024-23713

Retaining access to all posted notifications after permission is revoked, elevation of privilege



CVE-2024-23713

Retaining access to all posted notifications after permission is revoked, elevation of privilege



67%

WiFi SSID value with arbitrary length, permanent device denial of service

CVE-2024-40674



67%

CVE-2024-40674

WiFi SSID value with arbitrary length, permanent device denial of service



33%

67%



33%

Good luck with finding bugs!


